BIGDATPOL

Towards an evidence-
based model for big data

policing

Prof. Dr. Wim Hardyns
ERC Consolidator Grantee

Smart — Insti
stitute for
Solutions for | I R E P International Research on Criminal Policy

Secure e

Societies



Table of Content

1 The run-up to

From predictive policing to /
big data policing

CI  BIGDATPOL: #ERCCOG
’
4 Future valorisation -

<D




1. The run-up to



)
-

h, #

{ PANOPTICON

Lieven Pauwels

De ene buurt is
de andere niet

CRIMINOGRAFISCHE
ONTWIKKEUNGEN NI
van (vicum)survey tot
penitentiaire staustek

Social disor‘ganisacé‘ion, L
offending, fear and
victimisation

Een toets van de Sociale Desorganisatietheorie Findings from Belgian studies on the urban context of crime

Buurtinvioeden
en jeugddelinquentie

jaargang 2023-1
Thom Snaphaan, Wim Hardyns,
Auke van Dijk, Remco Spithoven
& Rosamunde Van Brakel [eds.)

Big data policing

I £ Cahiers Politiestudies
J1

LN OGS E R ST LD TG S

2

o o |
% ATA & 1
]

>

VOOR CQIMINCJZG SCH ONDER?
Ut WERZOEK

Veiligheid

Themanummer
Big-datatoepassingen bij de politie

Thom Snaphaan, Wim Hardyns & Remco Spithoven

Big-datatoepassingen bij de politie: een verkenning van
een actueel en veelomvattend thema

Wim Hardyns & Anneleen Rummens

Predictive policing: een balans na zes jaar empirisch
evaluatieonderzoek in Belgie

Problematic
youth group involvement
as situated choice

Remco Spithoven & Elsa Foppen

Big data, kleine rechtsstaat?

Over de roep van uitvoerende professionals om
rechtstatelijke bezinning bij big datatoepassingen in de
Nederlandse politiefunctie

Testing an integrated
conditions-controls-exposure
model

Marc Schuilenburg & Melvin Soudijn

Big data in het veiligheidsdomein: onderzoek naar
big-datatoepassingen bij de Nederlandse politie en de
positieve effecten hiervan voor de politicorganisatie

2
5
Q
»
-

Thom Snaphaan & Wim Hardyns
Handvatten voor een kwaliteitsbeoordeling van big data:
de introductie van het Total Error raamwerk

@GO"\DG &Svagqa

Qruumnnndell;ks
L]
lanuar; Tebruar maart 2023

Boomcriminologie | Ook digitaal via tiidschriften.boomcriminologie.nl




2. From predictive policing to
big data policing



Predictive policing:

Predictive analysis techniques are used to:
1. predict offenders
2. predict victims

3. predict and there is a high risk of new criminal acts

‘The use of historical data to create a spatiotemporal forecast of areas of
criminality or crime hot spots that will be the basis for police resource
allocation decisions with the expectation that having officers at the proposed
place and time will deter or detect criminal activity’ (Ratcliffe, 2014, p. 4)

»> See: https://link.springer.com/article/10.1007/s10610-017-9361-2


https://link.springer.com/article/10.1007/s10610-017-9361-2

Examples applications

DemoPD Patrols ~ Brian +

Missions for: EESIEEY

7»1 Mission: Burglary, Vehicle Crimes car

() Patrol Area: Wednesday's Shi

™ [ Fremont ANey|

Fremont St Fremont &
ra
Gran L

Cherry St & POE
o Hickory PI May 1, 2022 [BPDF | 2 Edit

Hickory PI
Ann St ] Eye View Street View

Salvation @} -
in Corps \ Ann St

Ronald D !’J‘N?al/\_)

Franklin Bivd Franklin Blvd Elementary School

1SPIOyI9 N

Addison St Addi

2
]
2
4
2
&
o
2
3

Cimball St Kimball st EIGIN
o

in°

v

18 abiajjog

ISR e board shortcuts AT
Park St -

,7 : : Google
North St Shift

Lillie
¢ Day (07:00 - 15:00) [ ]

Ay se|finog

East Side .
Neighborhood Garden Kali rg,mmaQ Latest Activity Target:

Dosages

m\u:Lu uay

Dividion St Division St
Division St 00:23:50 to goal
=z -

Mary P! ] - 00:00:10 00:24:00
x

Actual Target

E Highland Ave

Lowrie Ct

E Chicago St E Chicago St E Chicago St

@
% DREAM Academy Q
3 Commen Events

Dupage St ~ si stview S Traf arties/Lo: us h
Channiing Memcna\q‘) Dupage St : Eastview St raffic Collisions, Parties/Loud Musie, Vehicle
Elementary School

Crimes

Map Satellite r\lm Search address
=, -
v Keyboard shoriouts | Map data ©2022  Terms of Use

Report a map errar
owered by G

w




1. Which are useful?

@ Springer Link

Home » Applied Spatial Analysis and Policy » Article

Published: 14 April 2020

Comparison of near-Repeat, Machine Learning and Risk
Terrain Modeling for Making Spatiotemporal
Predictions of Crime

Anneleen Rummens = & Wim Hardyns

Applied Spatial Analysis and Policy 13, 1035-1053 (2020) | Cite this article

564 Accesses | 6 Citations | 1 Altmetric | Metrics

See: https://link.springer.com/article/10.1007/s12061-020-09339-2



https://link.springer.com/article/10.1007/s12061-020-09339-2

1. Which statistical models are useful?

Ongoing study: comparing different ML
methods across different EU cities

[

Comparing prediction performance

London, UK

across EU cities
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2. What is the influence of
and ?

International Journal of Forecasting
Volume 37, Issue 1, January—March 2021, Pages 125-133

The effect of spatiotemporal resolution
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on predictive policing model
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3. To what extent is predictive policing

SPRINGER LINK

Find a journal Publish with us Q Search

Home > Applied Spatial Analysis and Policy » Article

Published: 19 November 2022

Predicting Crime Across Cities and Regions: A

Comparative Analysis of Predictive Modelling in Three
Belgian Settings

Wim Hardyns & Robin Khalfa &

Applied Spatial Analysis and Policy 16, 485-508 (2023) | Cite this article
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See: https://link.springer.com/article/10.1007/s12061-022-09485-9



https://link.springer.com/article/10.1007/s12061-022-09485-9

3. To what extent is predictive policing
?

Structural area characteristics SPRINGER LINK
Findajournal  Publish with us Q search
Spatiotemporal clustering - stability e > Al st s s ol > A
(crime, crime opportunity, etc.) Prodicting Crime Across Cities and Regions: A
Comparative Analysis of Predictive Modelling in Three
Amount of data - number of crime pelgian Settings
Incidents (examples of positive class) A 10 [ e

Quality of data - differences across
settings/contexts

Methods used - differences across
Settl ngs/conteXtS See: https://link.springer.com/article/10.1007/s12061-022-09485-9



https://link.springer.com/article/10.1007/s12061-022-09485-9

4. What do
offer for predictive policing?
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Article
Do Mobile Phone Data Provide a Better Denominator in Crime
Rates and Improve Spatiotemporal Predictions of Crime?

Anneleen Rummens 1/, Thom Snaphaan L#(5, Nico Van de Weghe 2(9, Dirk Van den Poel 3, Lieven J. R. Pauwels !
and Wim Hardyns !4
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See: www.mdpi.com/2220-9964/10/6/369/htm
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4. What opportunities do new (big) data
sources offer for predictive policing?




9. How can we predictive policing
?

Randomised Controlled Trial - Matched pairs

Use of predictive Use of business-as-
policing usual approach
Test Control

neighbourhoods

neighbourhoods V

Matched on demographic
and socio-economic
characteristics







Wim Hardyns:

Home > News > Six Ghent University researchers win ERC Consolidator Grant

Six Ghent University researchers win ERC Consolidator

Since 2015, Professor Wim Hardyns was one of the first Grant

criminologists to conduct innovative research on big data Sl o & ot i
and predictive policing. Today, knowledge about big data o ot R s
policing in Europe is still fragmented, with a lack of P

and University of Cambridge ahead. The funding - worth in total €657 million - is part of the EU's

interdisciplinarity and a lack of scientific evaluations. In his
ERC-funded big data policing project (BIGDATPOL), Wim
Hardyns uses historical and real-time data

The overarching goal of this ERC project is to integrate statistical-methodological, criminological, legal and ethical
conditions into a single evidence-based 3D model. This model will be tested by several randomised controlled
experiments in European settings. The approach of this project is innovative and radically different because it is
transparent in terms of predictive algorithms, effectiveness, and legal and ethical safeguards. The ultimate goal of the
evidence-based model is to provide both academia and law enforcement practice with guidelines and
recommendations for studying, applying and implementing big data policing. This ambition is challenging and
innovative, as it will be the first time that interdisciplinary research on this topic has been conducted in Europe, and
even worldwide. Wim Hardyns therefore intends to present the results as a European benchmark for big data policing.



Big data policing:

STEP 1
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PHASE 1

INVENTORY

« Data base
 Expert network

» Typology
« Data collection

ANALYSIS
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 Track 1: statistical-methodological

 Track 2: criminological
* Track 3: legal and ethical

RCTs

INTEGRATION Result:

Evidence-based big
% data policing model




Experimenting with (big) data sources Experimenting with (big) data techniques
* Social media data * Deep learning models

* Ambient population data (e.g., e « Computer vision
mobile telephone data, ANPR) * Natural Language Processing (NPL)

 Satellite data

Effectiveness question not yet sufficiently answered, mainly due to lack of solid number
of evaluation studies

Attention to ethical aspects and privacy: privacy-by-design !!!
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